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Esteemed Rector Magniﬁcus,
Dear colleagues, friends and family,

What do we talk about when we talk about Cyber
intelligence operations?

In the 1983 movie War Games a young kid hacks into the
Pentagon computer system. He thinks he is playing a wargame
on that system, but reality mixes with the game and he brings
the world to the brink of nuclear conflict. Modern day movies
are populated with the most outrageous, savvy and lighting fast
hackers. With a few clicks and keystrokes hackers can switch
off systems, delete someone’s entire digital identity, or blow up
whole industrial complexes with nothing but some cleverly
coded malware. Think James Bond, think Mission Impossible.
While it will probably not surprise you that Hollywood is
overdoing and overselling it, reality in cyberspace, while much
less glamorous, is getting rather grim too. I will give you a few
real life examples.

In 2009 and 2010 the Iranian nuclear facilities in Natanz were
secretly sabotaged by means of a cyber operation we now know
as Stuxnet.' The malware used caused the nuclear centrifuges
to spin out of control while leaving the engineers at a loss for
the reason why. This cyber-attack is generally attributed to The
United States and Israel who were looking for a way to disrupt
Iran’s nuclear program, without using military means such as
airstrikes. This cyber sabotage operation was most likely run
by the CIA and the Mossad.

In 2015 the United States Office of Personnel Management,
the chief human resources agency for the federal government,
was hacked.? The files and personal details of millions of
federal government employees with security clearances were
stolen, making them vulnerable to blackmail and espionage.
The so called OPM hack is attributed to China. It is a classic
espionage case, but on an unprecedented scale, about which
James Clapper, Director of National Intelligence reluctantly
said: “You have to kind of salute the Chinese for what they did.

If we had the opportunity to do that, I don’t think wed hesitate
for a minute”?

The US presidential elections of 2016 were the target of
so-called Russian influence operations aimed at disrupting

the electoral process, and influencing the political debate

and outcome of the election.* The tools were hack and leak
operations - injecting damaging information for the democrats
into the public debate — and online campaigns in which
Russians impersonated American citizens and grass roots
organisations. In this way the Russian military intelligence
agency GRU subverted the holy grail of the democratic
process: the election itself.

In 2017 Russian hackers launched destructive malware that

is now known as ‘NotPetya’® The threat intel researcher that
named it NotPetya, still apologizes for the lousy name for such
a notorious virus. Although the malware masqueraded as a
ransomware attack — in which case you have to pay to get your
encrypted files back - in reality it destroyed every computer it
infected and turned them into useless bricks. Though intended
for Ukraine, NotPetya spread indiscriminately like wildfire and
infected machines far beyond Ukraine. This was sabotage, or
even cyber vandalism. The global damage was estimated at 10
billion US dollars and the operation was attributed to Russian
military intelligence.

In late 2020 the story broke of the Solarwinds hack.® This was
a crafty attack in which many companies and US government
organisations were breached and compromised for - most
likely- espionage purposes. The malware cleverly piggybacked
on the security updates of the SolarWinds company that all
these organisations paid for as a part of their digital security.
The fact that the hackers used the digital supply chain for this
hack was deeply disturbing to policymakers and the technical
community. The hack was attributed to Russian intelligence.
These are just a few of the more notorious cyber operations
that have kept academics, threat intel researchers and policy
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makers awake at night. They are all so called peace time
operations, meaning they do not occur in times of war, nor rise
to the level of armed conflict. However, some academicshave
characterised our current digital times aptly as ‘unpeace”, as

it falls short of both peace and war. If we look at these quite
diverse cyber operations a couple of first observations can be
made:

Firstly, all of these operations were allegedly conducted

by intelligence agencies, but they do not necessarily
correspond with what we consider to be classic espionage
- in the sense of secretly gathering strategic information.
This leads to questions about the role and function of
intelligence agencies in cyberspace.

Secondly, it brings to mind a classic question for

those looking at the impact of technology on existing
practices. Does the availability of new technology, or the
technological changes in the operational context, make a
difference for the activity itself? If espionage is the second
oldest profession in the world, does the digitalisation of
the work and the context of cyberspace make a difference?
And if so, are we the talking about a quantitative or a
qualitative shift?

Thirdly, after all these operations the victimised state — but
in some cases whole groups of states — clearly and publicly
signalled that these were unacceptable cyber operations.
They even signalled that they considered it be out of legal
or normative bounds. But they never explicitly connect
these operations to specific rules and legal principles

that may have been breached. Also, in diplomatic
negotiations at the UN about responsible state behaviour
in cyberspace, intelligence agencies are never mentioned.
This in spite of the fact that the operations that make
diplomats worry about international security and stability
in cyber space are often conducted by those agencies.
They are the elephants in the room. They take up a lot of
space but are not discussed.

Taken together these observations mean that it might be
worth our while to talk about cyber intelligence and address
the elephant in the room. To do so, there are many questions
that we need to look into. What is intelligence and what is
cyber intelligence? Where does it start and where does it end,
and who gets to say so? Do interpretations of what cyber
intelligence is and is not have repercussions for how we wish to
govern — or not govern - the activities of intelligence agencies
in cyberspace? What is their contribution to international
security and/or insecurity? Why do international law and
public state diplomacy by and large ignore the activities of
intelligence agencies, and is that silence still useful in state to
state relations in the digital age?

What is (cyber) intelligence?

For something that is often described as the second oldest
profession in the world, espionage and intelligence are
surprisingly undertheorized and underdefined. To a certain
degree that is because the academic field is relatively young,
predominantly historical, and is dominated by American and
British scholars, many of them with ties to and/or tracks in
intelligence itself. That does not disqualify them as academics
but - as I always tell my students - it does colour their analysis
and you need to be aware of that. Always look at who wrote the
book or paper, perspectives matter.

What intelligence is, is often described by looking at what
intelligence agencies do. Generally there is a core of activities
that is relatively undisputed and more peripheral activities
that are disputed. At the core is the so called intelligence cycle
that has different stages: running from intelligence collection,
processing, to analysis.® This is classic political espionage,
focused on gathering strategic information and informing the
political leadership of a country. The information gathering
component is at the centre of all definitions of intelligence
and the digital age obviously has a massive impact on this
core function. But when we move away from the collection
of information to more active and violent interference in the
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affairs of other states - the James-Bond-licence-to-kill aspect if
you like - the political and academic consensus on what is ‘i’
and what is ‘out’ starts to crack.

Some argue that “covert action, influence [operations],

and counterintelligence should be considered as essential
intelligence practices, even if they are missing from the
canonical intelligence cycle”® Research on covert action tends
to focus on four broad types of activities often presented
according to their degree of the use of violence: (1) propaganda
and information operations; (2) political action, such as
funnelling money to a political party or fomenting riots;

(3) economic covert action; and (4) paramilitary action,
from training insurgent groups to assassination”'® These
activities directly interfere in the affairs of another state, are
often violent, and try to undermine the social and political
stability in that state. Many covert activities are subversive and
secretly exploit political and social cleavages that are already
present. Stirring up the fire of Brexit, Black Lives Matter or
the deep divisions between Democrats and Republicans in
the US is a sure way to increase social unrest and undermine
social cohesion in society. It can be effective, but is also time
consuming. In the words of Ron Deibert: “subversion is a
“slow-burn” activity— it takes persistence, patience, and
time”!!

Covert action is disputed in the sense of whether it is
considered to be part of intelligence, or not. Some see covert
action as part and parcel of intelligence and some see covert
action as ‘the handmaiden of intelligence’'? In other words:
separate, but connected. Others consider covert action to be
something very different from intelligence, either because
they consider it to be bad policy, or because they believe it

is necessary but should be kept separately.”’ Given that most
of these activities are conducted in secret it is perhaps not
surprising that they are hard to classify — both empirically and
politically. For Stout and Warner (former national security
professionals turned academics) this is a reason to propose a

tautological workaround. They simply argue that ‘intelligence
is as intelligence does.'* Whatever intelligence agencies do,
sooner or later, becomes part of what intelligence agencies are.

Looking at the purpose of intelligence is another way to
determine what intelligence is. The basic point of departure of
most theories is that ‘intelligence is a function of government’
or formulated slightly differently: intelligence is a third form

of statecraft, next to war and diplomacy. In other words,
intelligence is something states have in their toolbox to achieve
strategic goals and avoid strategic mistakes. For example, by
providing information that prevents tragic misinterpretations
of the actions and intentions of others. That goes first and
foremost for the information function: “Gathering information
on an adversary that they wish to remain secret, using that
knowledge to narrow the cone of uncertainty for decision
makers, and doing so without being detected remain the
cornerstones of intelligence”'®

Covert action is usually seen as an instrument of foreign policy
with the aim to influence events abroad more directly, while
not being openly seen to do so. Some argue that the use of
covert intervention can be a check on escalation of a conflict"’,
but others see covert action and more generally grey zone
operations as potentially escalatory, especially in the cyber
domain where intentions are often especially hard to read.'®
American scholar Jon Lindsay, who considers the whole

range of activities described above as ‘in, sums it up by saying
that ‘intelligence is secret statecraft.’® Secrecy is perhaps the
most defining characteristic of intelligence agencies and their
activities. But in the digital age, secrecy is also becoming an
increasingly problematic characteristic.?’ In the context of
intelligence secrecy comes in two flavours: Secrecy can be
either covert, which means that the identity of the actor is
obscured, or clandestine, which means that the activity itself
is obscured. These two forms often overlap, but not always. In
the case of covert operations you can see what is happening
and what the effects are, but you cannot see who has done it.
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This gives governments ‘plausible deniability’ — a doctrine that
allows senior officials to say that they ‘neither confirm nor
deny’ responsibility for a certain covert action. Some states —
especially those that are hard to name and shame because they
are simply not ashamed, like Russia — even settle for implausible
deniability: full throated and indignant denials of activities that
everyone is pretty sure they have committed anyway.*'

The digital age has not been kind to the vital role of secrecy for
intelligence agencies. In pre-digital times intelligence agencies
could be relatively sure that most of their activities would stay
secret for a substantial amount of time. Most of their activities
would only come out when the archives were de-classified

and opened. In the current age of digital surveillance, open
source intelligence, private contractors in intelligence, and
data breaches of intelligence agencies themselves — think of
Chelsea Manning and Edward Snowden- secrets are not that
safe anymore. Peter Swire called this the ‘declining half-life of
secrets.” Even more problematically, American intelligence
agencies have allegedly even lost some of their most prized
hacking tools. In 2017 it was claimed that hacking tools of the
CIA - the so called vault 7 files” - and of the NSA - hacked by
the ShadowBrokers* — were stolen and put out in the public
domain. This is not only embarrassing, as these agencies
managed to lose the crown jewels of their hacking tools, but
also dangerous. Once out in the open, other actors - states

and criminals - can use these hacking tools for their own

gain, making everyone less cyber secure than before. In the
digital age, secrecy is under pressure from multiple angles
leading Aldrich and Moran even to suggest “that the very idea
of ‘secret intelligence’ is beginning to look like a twentieth-
century concept” that needs to be revisited. They maintain that
we may be headed for a world in which ‘there are no secrets,
only delayed disclosures’®

So things have changed in the digital age but academically
‘the Cold War still looms over our present discussions.?® Much
of the literature is historical research and is built on cold war

scenarios and the context of the bi-polar order from before
1989. However, the Cold War-style ‘rules of the game’ were
perhaps unique to that specific historic balance of power.
During the cold war confrontations between intelligence
agencies were often believed to avoid escalation of a cold war
into a hot war.”” And to a certain extent the rules were clear.
There was some sense of agreed competition between ‘the
west’ and ‘the east’ in this messy grey zone of espionage and
covert action that allowed strategic competition between the
superpowers without escalation. But those ‘rules’ allowed
much more activities than just the gathering of strategic
information that is the undisputed core of all definitions of
intelligence. Subversion, information operations and covert
action were all part of the cold war game. While it is not the
most academic of sources, John Le Carrés characterization
of cold war Berlin as a place where Eastern and Western
intelligence agencies confronted each other on a daily basis is
evocative and illustrative:

In Berlin, the Firm [British intelligence] had agents of
influence, agents of disruption, subversion, sabotage and
disinformation. We even had one or two who supplied us
with intelligence, though these were an underprivileged
crowd, kept on more out of a traditional regard than any
intrinsic professional worth?

However, some things have changed since the end of the
cold war, both politically and technologically. Politically, in
many western countries intelligence agencies have become
more embedded in various forms of national oversight —
not in the least because of scandals and abuses of powers.”
Western intelligence agencies still have plenty of room to
manoeuvre, but scrutiny of their activities has increased.
Most western countries favour a balance approach between
secrecy and transparency, typified by Amy Zegart as: “Too
much secrecy invites abuse. Too much transparency makes
intelligence ineffective”* However, transparency is not only
up to governments themselves any more: hacks and leaks,

ProF. DR. DENNIS BROEDERS



investigative journalists and academics®, threat intelligence
research and open source intelligence, such as the work

of Bellingcat™, all shed light on many of the activities that
intelligence agencies would have preferred to have kept secret.

Cyber as a gamechanger?

The digital age has clearly changed the context, the playing
field, as well as the activities of intelligence agencies
themselves. Digital technology has brought change, but the
question remains whether it has been a gamechanger. How are
the, arguably not very well defined, activities of intelligence
agencies affected by the digitisation of our existence. I propose
there are at least four big changes: increase in scale, heightened
ambiguity, massive expansion of the attack surface and

trickle down insecurity, that require us to rethink how cyber
intelligence agencies should operate.

The first thing that has changed drastically is the scale of
operations that the digital world allows. That goes first

and foremost for traditional espionage and intelligence
gathering. We live in the age of mass surveillance and mass
data gathering: the volume of data has exponentially grown
and espionage has followed suit. No more taking pictures
of documents after a midnight break in at the embassy, but
hovering up information by the terabyte after computer
systems have been breached. The hack of the Office for
Personnel Management stood out not because of what the
Chinese intelligence agencies were after, but because of the
scale of the hack. Moreover, some believe that this hack
was part of a larger set of operations and that the hacks of
Anthem - an American health insurer - and United - an
American airline — were part of the same effort. Together
they give the Chinese a very granular insight into the lives of
American government personal with a security clearance.®
But also less traditional intelligence activities like sowing
division through information operations and other subversive
operations can be scaled up massively because of digital
technology.* Deception and subversion used to be an elite

affair in which leaders tried to trick each other and left the rest
of us out of it. But today, ‘cyber-enabled deception operations
seek to trick us all, shaping mass opinions across borders’*
Moreover, ‘the internet did not bring more precision to the
art and science of disinformation. According to Thomas Rid
it made [it] ‘harder to control, harder to steer, and harder to
isolate engineered effects. Disinformation, as a result, became
even more dangerous.*® Operations and effects that resemble
covert actions are now also much larger in their scale and
reach.” Sabotage operations like NotPetya operate at an
unprecedented, almost global scale and travel at high speed.”®
As Warner argues ‘cyberspace seems to have fixed covert
action’s problem of scale.”

The cyber dimension also introduces an ambiguity into
intelligence operations that may produce unforeseen
consequences. Roughly speaking most cyber operations look
the same at the start of the operation. Any cyber operation
starts with getting access to a computer network and then
continues by moving through that network. It is only when
the attackers start exporting information, undermine systems
or put destructive malware in place that it becomes clear to
defenders whether they are dealing with espionage, subversion
or a destructive cyber-attack. For a long time it all looks the
same. In the real world a tank rolling towards the border
would not easily be mistaken for an espionage operation, but
in cyberspace things are much more opaque. This ambiguity
lies at the heart of what Ben Buchanan calls the cyber security
dilemma: states will often assume the worst when their systems
have been breached and may react accordingly.* The jury is
still out on whether this ambiguity just feeds uncertainty or
also fuels the risk of escalation- and to what extent — but the
matter puzzles academics and policy makers.*’ Moreover,
while ambiguity may be good for intelligence agencies when
it comes to their own actions, those actions are not supposed
to create unforeseen consequences. In cyberspace many
classic distinctions blur*? and one important distinction is
that between cyber military operations and cyber intelligence
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operations. While there are organisational and operational
reasons why these blur at the edges, there have traditionally
been very good reasons to keep them separate. Amy

Zegart neatly sums up the problem: “The good news is that
intelligence and warfighting are now much more connected.
The bad news is that intelligence and warfighting are now
much more connected”*

The digital age has also vastly expanded the attack surface for
intelligence operations. To get access, to gather information,
to disrupt and to sabotage is not just a matter of state
organisations and actors anymore. The breaking and entering
does not happen at the embassy building, but through flaws in
the software of Microsoft, Google or Siemens. The Solarwinds
operation even had its malware cleverly piggybacking on the
security updates that the clients were diligently downloading
to protect their networks. Destructive operations like NotPetya
spread indiscriminately and wiped every computer its malware
landed on. While many cyber intelligence operations are
highly targeted, the net gets cast much wider than before and
the damages spread wider too. Intelligence agencies find,

steal and buy vulnerabilities in software to gain access to their
targets.* But that is the software we as citizens and companies
all depend on. Every software vulnerability that is deliberately
left unpatched is an open door that may also be used by

other state agencies or criminals. Some vulnerabilities are
even deliberately and secretly planted in commercial soft- or
hardware by intelligence agencies to make sure they will have
privileged access through so called ‘back doors’ that only they
know of.* But, as Bruce Schneier reminds us, there is no back
door that only the good guys walk through.* Even with the
limited visibility we have on cyber intelligence operations, we
can safely say that they now involve all the digital products

we use to live our lives, to an extent that was unimaginable in
pre-digital times.

Lastly, the digital age has a trickledown effect when it comes
to tools and capabilities. While high end cyber operations —

whether they are espionage, sabotage or attacks — are usually
the preserve of well-resourced state intelligence agencies, some
tricks of the trade are copied easily. Once malware is found in
the wild and analysed, it becomes available to others too and
often it has quite a destructive life after being discovered.”’
Defending against known vulnerabilities is nowhere near as
good as one would hope. Moreover, capabilities that were
cutting edge five years back are much more commonplace
today.* The American concept of Nobody but us (NOBUS)*
- meaning that some malware and capabilities will be only in
the hands of the United States as the top tier cyber power - is
boastful to begin with and seems more like wishful thinking
if we look at it in a wider timeframe. The dependence of cyber
intelligence on tools, exploits and malware that are likely to
spread to other state and criminal actors after they have been
discovered, lost or leaked has security implications far beyond
the contest between intelligence agencies.

Intelligence as the elephant in the cyber room

If intelligence operations are so ill defined and the cyber
variants of intelligence operations cause politicians and the
general public such worry and distress, one would expect policy
makers and diplomats to discuss them as part of international
relations and governance. However, cyber intelligence is still the
elephant in the diplomatic room. Everyone knows it is there,
but it does not get addressed. Espionage and intelligence have
traditionally been part of international relations, but not by
talking about it or by regulating it. Quite the contrary: silence
seems to be golden when it comes to intelligence. By and large,
foreign intelligence is not addressed by international law, but
rather guided by a gentlemen’s agreement between states that
peacetime intelligence operations are allowed.*® The fact that
international law is silent on intelligence and espionage has
been repeated so many times that it is practically a dogma.”!
This leaves ‘don’t get caught’ as the prime informal rule and
‘everybody does it’ as the first line of defence when one does

get caught.” This also means that the undefined character of
intelligence — what is and what is not considered intelligence
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— gets an extra layer of protection under this gentlemen’s
agreement. What is the need for strict definitions if we do not
talk about it anyway. When pressed international law works
around the issue by maintaining that ‘the lawfulness of cyber
espionage activities is no different from the lawfulness of other
cyber operations: there is no general prohibition of cyber
espionage, but the cyber operations used may breach specific
norms of international law’** In other words, intelligence
activities may violate international law, but not because they are
intelligence activities.

This silence on the issue of espionage and intelligence in
international law, is often replicated in international diplomatic
negotiations. In the UN negotiations on responsible state
behaviour in cyberspace - the efforts of the Group of
Governmental Experts (GGE) and the Open Ended Working
Group (OEWG) - the delegates discuss at length how
international law applies to the conduct of states in times of
war and in times of peace. But espionage and intelligence are
never mentioned in the GGE and OEWG consensus reports,
and diplomats often explicitly exclude it from the conversation.
We don't talk about intel.

This does not mean that states are happy about espionage and
intelligence. Most, if not all, states have domestic legislation

in place that criminalises espionage and intelligence activities
if they take place in their countries. In other words: at the
international level states turn a blind eye to what they consider
to be criminal behaviour at the national level. By doing so
states actively create and sustain the legal grey zone. Also,
many of the public attributions that western states put out
about cyber operations conducted against them, concern
operations that are conducted by intelligence agencies or

their proxies, varying from destruction and sabotage to more
traditional espionage. Sometimes these formal government
statements are then nuanced by their own intelligence agencies
indicating that this is ‘business as usual’ as far as they are
concerned.*

The fact that intelligence is not addressed at the international
level in legal and normative terms is to a certain extent a
result of international power politics. Although many states
conduct espionage it is especially a favourite tool for the
power politics of big states. Big states have always preferred to
have some strategic ambiguity in international relations - as

it gives them room to manoeuvre in the (legal) grey zone.
Smaller states are generally better served by more legal and
normative constraints on state behaviour. To some extent the
international system still resembles the world of Thucydides
in which the ‘Strong do what they can and the weak suffer
what they must. The formal sovereign equality between states
is in practice often cancelled out by power asymmetries.*
Even though power inequalities have played an important part
in state to state relations through the ages, the development
of international law and norms for interstate behaviour -
however imperfect and slow moving — has been a prominent
feature of international life as well. Especially after World War
I1. Over time a body of international law has developed that
puts limits on state behaviour in both times of war and peace.
To state the obvious: international law in itself does not stop
states from breaking the rules even when they have put their
signature to it, nor does it fully negate power asymmetries.
But it does lay down a framework that separates lawful from
unlawful behaviour in times of conflict and that is the yardstick
states use to call out other states when they violate those rules.
You cannot bring war criminals to justice in a court — and that
is extremely rare to begin with - if you have not defined what
war crimes are.

While cyber intelligence is not war, I think there are ample
reasons to revisit the idea that it is better left unaddressed.
Ignoring the role of intelligence agencies in cyber conflict
does not help to contain their activities. States will continue to
push the boundaries of what is possible in cyberspace and by
doing so they will extend and stretch the legal and normative
grey zone. If other states do not contest and/or constrain such
behaviour they will ultimately just codify that behaviour,
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and it will become the norm.* Then cyber intelligence will
indeed simply be what cyber intelligence does. While that

may be good for some - especially the intelligence agencies

of big states - it is not so good for smaller states, like the
Netherlands, and it is not so good for the security of the digital
world we all live and work in.

We need to talk about the elephant

If states continue along the road they have been traveling

so far, then it will be state practice that shapes the norms in
cyberspace. More specifically, it will be the state practice of the
big states. Norms of what is appropriate will materialise from
the behaviour of the intelligence agencies of states like Russia,
the United States, North Korea and China to name a few of
the most active and brazen actors in this space. Between those
actors we have seen cyber operations varying from sabotage
and digital vandalism, via information operations that stoke
the fires of societal division, to espionage on an industrial
scale. And all of these playing out on the digital infrastructure
that we all rely on for our daily lives. As things now stand,
smaller states are tacitly supporting this development by not
challenging behaviour - or only in muted terms - because of
the gentlemen’s agreement that we do not talk about espionage
and intelligence among states. By collectively propping up

this dogma most states may well be acting against their own
better interests. Their implicit support provides the cover for
big states to develop practices that (a) most states will never
use themselves and (b) are likely to damage their national and
collective digital security.

So what would happen if states do decide to address the
elephant in the room? Addressing a phenomenon that is so
deeply steeped in secrecy and has been deliberately ignored
in terms of international law and governance is never going
to be easy, but neither is it impossible. The choice to explicitly
not address espionage has been a political one, and nothing
in politics is forever. I have no illusion about the speed of
such processes though. Poznansky describes the history

of the legal principle of non-intervention as a journey of
hundreds of years, starting as ‘an idea that international
lawyers, philosophers and smaller states promoted but great
powers mostly ignored’ until it was finally codified in the
United Nations Charter.”” The digital age moves faster, but
international law is notoriously hard to speed up.

If the grey zone in which intelligence agencies operate, gives
the top tier cyber powers the room to manoeuvre and push the
boundaries of what is considered acceptable behaviour, than
for many states there is value in trying to shrink this grey zone.
One logical place to start would be to determine what cyber
intelligence practices are considered legitimate and what are
considered illegitimate. That would require conceptual clarity
and political courage.

States can try to shrink the grey zone by asking and answering
questions like: Are there limits to intelligence activities

in cyberspace as a result of scale, scope, targets, context,

and the risk of unintended consequences? Some of the
political reactions to mass surveillance suggest there are, but
intelligence agencies themselves tend to err on the side of
their own access to information and resist limits. Reckless

and indiscriminate cyber operations like NotPetya could be
discussed as an example of crossing the line when it comes

to cyber sabotage operations.*® Information operations, like
hack and leak operations and disinformation campaigns, are

a significant political problem in democratic countries, and
could be part of some consensus on what should and should
not be considered legitimate cyber intelligence operations.*
Information operations are a thorny issue though: most of the
activities qualified as foreign information operations are as yet
not defined as “illegal” under national and international law
making it harder to push back.

Discussing these questions - in spite of the dogma of not
talking about intelligence - may pave the way to putting some
limitations on the record in an effort to shape the normative
field. Making norms explicit is a starting point to act on them
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and to defend them. When it is in their national interest

big states like the United States are sometimes prepared to
make that cut. The Obama administration, when faced with
industrial espionage on an industrial scale by China, very
explicitly proclaimed a norm that separated political espionage,
which they consider legitimate, from economic espionage,
which they consider illegitimate.® So within the general rule
that we do not address cyber intelligence, the US unilaterally
carved out a new norm that serves its national interest

and that it tries to police itself.*' For smaller states there is
strength in numbers. To some extent states are trying to

shape the normative field at the national level where domestic
legislation and oversight create boundaries for their own
intelligence agencies. Lessons learned there might be pooled
and uploaded into the international debate.®* Other issues, like
some of those identified above could be part of international
discussions. Such debate is likely to start in smaller, likeminded
groups before they will get any wider traction. It will be
mini-lateralism, rather than global multilateralism, for the
foreseeable future.*®

As Thomas Hobbes wrote long ago: ‘covenants, without the
sword, are but words, and of no strength to secure a man at
all’* Normative frameworks that are not enforced provide little
security, but failing to make norms explicit makes enforcing
them harder and less legitimate. The absence of clarity does not
do the case of cyber security any favours. There is work needed
on both the clarity of the normative framework and on the
political will and capacity to act on those norms.®

Global Security and Technology

For this inaugural lecture I chose to take you all down the
rabbit hole of one specific subject, rather than sketching the
broad outlines of the field of Global Security and Technology,
which is the subject of my chair. That field has many rabbit
holes that I - and my colleagues — will go down into in the
coming years. For example: how will artificial intelligence
impact on conflict and how will states balance their interest in

using artificial intelligence for their own military advantage
with their interest in governing such new technologies to
ensure its globally responsible use?*® Or: what is the impact of
new European political concepts such as ‘digital sovereignty’
and ‘strategic autonomy’ on the ability of the EU to chart

an independent course in a world of mounting geopolitical
tensions?*” Many of the questions that we study under the aegis
of global security and technology are complicated governance
issues involving national and international interests and actors,
including states, companies and civil society. None of the
questions that we study are well served by a single disciplinary
approach. I firmly believe that to understand these global
governance problems we need to talk across disciplines as well
as keep the conversations between academia and policymakers
going. Academics can offer new concepts and ideas, engage in
debate, and share platforms with policy makers without losing
track of either side’s own role and responsibility. For both the
connection between disciplines as the connection between n
policy and academia it is a blessing that I take up this chair at
the Institute of Security and global Affairs. An institute that
breathes multi- and interdisciplinarity and is located at the
Leiden university Campus in the Hague, a city that is home to
both national and international policy making.
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